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Insider Threats

The damage caused by an insider threat can take many forms, including
the introduction of viruses, worms, or Trojan horses; the theft of
information or corporate secrets; the theft of money; the corruption or
deletion of data; the altering of data to cause inconvenience aor falsify
criminal evidence; and the theft of the identities of specific individuals in
the enterprise. New threats on the horizon are those like spear phishing
that masguerade as an acquaintance, making you open threat-carrying
attachments, disclose confidential information or click on otherwise
suspicious URLs, This is leading to the entry of spyware, phishing, pharming, viruses,
etc., and compromising enterprise security.
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Internal users are the biggest security threat to enterprises today. The Reasons are:

1. User Ignorance

External threats take adwvantage of user ignorance to gain entry into the networlk.
External threats are increasingly targeting the individual users for financial gain. Lacking
up to date security knowledage, internal users tend to engage in harmful activity like P2FP
file transfers, surfing unsafe sites, leaving email ids for updates on =uspicious sites and
more. These acts result in higher levels of spam, increase in the entry of spyware,
phishing, pharming into the netwark in addition to the traditional viruses, worms,
Trojans and maore.

2. Malicious Intent

Internal users can have far more serious negative impact than external threats since
they are aware of the shortcomings of enterprise security implementation as well as the
|ocation of key IT and other resources and practices.

3. Disgruntled employees

Insider threats are often caused by disgruntled emplovees or a few ex-employees who
believe that the business, institution, or agency has "done them wrong” and feel justified
in gaining revenge.

According to the Yankee Group, 50 percent of security problems ariginate from internal
threats. In its 2005 survey, "The Global State of Information Security,”
PricewaterhouseCoopers found that 33 percent of information security attacks
originated from internal employees, while 28 percent came from ex-employees and
partners. We have come across a corporate in which an ex-employee had taken over
the Yahoo messenger id of the company employee. Using this id, he accessed other
contacts to perpetrate malicious information.

Since the user is proving to be the weakest link in the security chain today, linking user
identity to security is the solution to ensuring high levels of security and to fight against
insider threats. Most commonly prevalent security solutions that have existed and have
been an integral part of any network periphery are firewall which demarcates the
intranet and the Internet boundary. Howewver with the firewall rule, eventually the
administrator would get the information based on @ machine's IP address and it is not
enocugh as it sorely lacks in completeness,

The stalwarts of the network security solutions are buzzing with the concept of user
identity and mapping it to the access patterns and physical resources in a network. If a
network security solution can recognise an end user, the system administrator can
formulate and apply customised access policies according to the individual's professional
needs. Every person or a group can exist as a microcosm on the networlk, where its
traffic patterns can be scrutinised and the access rights awarded. & threat can be
detected on time and dealt with before it matures into a full scale attack if the user's
identity iz deciphered.The control mechanism, howewver strong, would prove
meaningless if they are not directed and focused on the right target, thus identity plays
an important role in the current scenario to counter the insider threats.
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