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IMPORTANT NOTICE

Elitecore has supplied this Information believing it to be accurate and reliable at the time of
printing, but is presented without warranty of any kind, expressed or implied. Users must take full
responsibility for their application of any products. Elitecore assumes no responsibility for any
errors that may appear in this document. Elitecore reserves the right, without notice to make
changes in product design or specifications. Information is subject to change without notice.

SOFTWARE LICENSE

The software described in this document is furnished under the terms of Elitecore’s software
license agreement. Please read these terms and conditions carefully before using the software. By
using this software, you agree to be bound by the terms and conditions of this license. If you do
not agree with the terms of this license, promptly return the unused software and manual (with
proof of payment) to the place of purchase for a full refund.

LIMITED WARRANTY

Software: Elitecore warrants for a period of ninety (90) days from the date of shipment from
Elitecore: (1) the media on which the Software is furnished will be free of defects in materials and
workmanship under normal use; and (2) the Software substantially conforms to its published
specifications except for the foregoing, the software is provided AS IS. This limited warranty
extends only to the customer as the original licenses. Customers exclusive remedy and the entire
liability of Elitecore and its suppliers under this warranty will be, at Elitecore or its service center's
option, repair, replacement, or refund of the software if reported (or, upon, request, returned) to the
party supplying the software to the customer. In no event does Elitecore warrant that the Software
is error free, or that the customer will be able to operate the software without problems or
interruptions.

DISCLAIMER OF WARRANTY

Except as specified in this warranty, all expressed or implied conditions, representations, and
warranties including, without limitation, any implied warranty or merchantability, fitness for a
particular purpose, non-infringement or arising from a course of dealing, usage, or trade practice,
and hereby excluded to the extent allowed by applicable law.

In no event will Elitecore or its supplier be liable for any lost revenue, profit, or data, or for special,
indirect, consequential, incidental, or punitive damages however caused and regardless of the
theory of liability arising out of the use of or inability to use the product even if Elitecore or its
suppliers have been advised of the possibility of such damages. In the event shall Elitecore’s or its
supplier’s liability to the customer, whether in contract, tort (including negligence) or otherwise,
exceed the price paid by the customer. The foregoing limitations shall apply even if the above
stated warranty fails of its essential purpose.

In no event shall Elitecore or its supplier be liable for any indirect, special, consequential, or
incidental damages, including, without limitation, lost profits or loss or damage to data arising out
of the use or inability to use this manual, even if Elitecore or its suppliers have been advised of the
possibility of such damages.

RESTRICTED RIGHTS

Copyright 2000 Elitecore Technologies Ltd. All rights reserved. Cyberoam, Cyberoam logo are
trademark of Elitecore Technologies Ltd. Information supplies by Elitecore Technologies Ltd. Is
believed to be accurate and reliable at the time of printing, but Elitecore Technologies assumes no
responsibility for any errors that may appear in this documents. Elitecore Technologies reserves
the right, without notice, to make changes in product design or specifications. Information is
subject to change without notice

Corporate Headquarters

Elitecore Technologies Ltd.
904 Silicon Tower,

Off. C.G. Road,

Ahmedabad — 380015, INDIA
www.cyberoam.com
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Preface

Welcome to the Client Guide of Cyberoam, eLitecore Technologies Ltd.’s integrated Internet
Security Solution.

The Cyberoam Client guide tells you everything you need to know to install Cyberoam client
component and aims to help the user to understand the installation and configuration procedures
of Cyberoam client.

Guide is intended for System and Network Administrators who maintain the corporate network
including Cyberoam.

Guide Sets

Guide Describes

Installation & Registration Guide | Installation & registration process

User Guide

Part | — Getting Started How to start using Cyberoam
Part Il — Management Management and Customization of Cyberoam

Detailed statistics — Reports Detailed reports

Console Guide Console Management

Windows Client Guide Installation & configuration of Cyberoam Windows
Client

Linux Client Guide Installation & configuration of Cyberoam Linux
Client

HTTP Client Guide Installation & configuration of Cyberoam HTTP
Client

Analytical Tool Guide Using the Analytical tool for diagnosing and
troubleshooting common problems

Cyberoan - LDAP Integration Configuration for integrating LDAP with Cyberoam

guide for external authentication

Cyberoam — ADS Integration Configuration for integrating ADS with Cyberoam

Guide for external authentication

Data transfer Management Configuration and Management of user based data

Guide transfer policy

Mail Management Configuration and Management of Mail server

Multi Link Manager User Guide Configuration of Multiple Gateways, load balancing
and failover

VPN Management Implementing and managing VPN

Printer Usage Management Configuration and Management of user based

Guide printing quota policy

Printer Installation and Installation and Configuration of Elitecore Print

Configuration Guide Manager

These documents are available at the site: www.cyberoam.com/cyberoam/product.htm
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Technical Support

You may direct all questions, comments, or requests concerning the software you purchased, your
registration status, or similar issues to Customer care/service department at the following address:

Corporate Office:

elLitecore Technologies Ltd.
904, Silicon Tower

Off C.G. Road

Ahmedabad 380015
Gujarat, India.

Phone: +91-79-26405600
Fax: +91-79-26462200

Web site: www.elitecore.com

Cyberoam contact:

Technical support (Corporate Office): +91-79-26400707
Email: support@cyberoam.com
Web site: www.cyberoam.com

Visit www.cyberoam.com for the regional and latest contact information.

g : Fay ilecare Produc
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Typographic Conventions

Material in this manual is presented in text, screen displays, or command-line notation.

Item Convention Example
Server Machine where Cyberoam Software - Server component is
installed
Client Machine where Cyberoam Software - Client component is
installed
User The end user
Username Username uniquely identifies the user of the system
Topic titles Shaded font
typefaces -
y Introduction
Subtitles Bold and
Black Notation conventions
typefaces
Navigation Bold typeface | Group Management - Groups — Create
link it means, to open the required page click on Group management
then on Groups and finally click Create tab
Cross Hyperlink in | Refer to Customizing User database Clicking on the link will
references different color | open the particular topic
C}’bcruam www_ cyberoam.com 4F Elitecore Producl 3



7300-1.0-9/20/2005

Cyberoam Windows Client Guide

Cyberoam Clients

Configuration

Contents

Welcome to Cyberoam Client Guide

Error! Bookmark not defined.

Guide Sets

Technical Support

Typographic Conventions

Introduction

Installation

Downloading & Installing Windows Client

Client preferences

Log on & log off from the Cyberoam Client
Update Client preferences

©O©o~N~N ww N N wN -

Miscellaneous features

Tools - Network Diagnostic Utility

Error List

Call Administrator

My Account
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Introduction

Cyberoam’s integrated Internet security solution is purpose-built to meet the unified threat
management needs of corporate, government organizations and educational institutions. It also
provides assistance in improving Bandwidth management, increasing Employee productivity and
reducing legal liability associated with undesirable Internet content access.

Cyberoam helps to control user access to different IT resources. User is required to log on to
Cyberoam Server via Cyberoam Client and authenticated before giving access to any of the
resources managed by Cyberoam.

Before you install and start using Cyberoam Client on the user's computer, you must first install
Cyberoam Server. Refer to the Installation & Registration Guide for details on Server installation.
The Cyberoam Client installation should follow the Server installation and cannot be used alone.

Cyberoam Client has been provided for the following platforms:
1. Windows
2. Linux

Users having any other Operating System than the above can use the Cyberoam HTTP Client to
log on to the Cyberoam Server.

Determine the platform on which you want to install and use Client and install the respective Client.

You can install Cyberoam Client on as many machines as you want but number of users who can
concurrently login depends on the number of User Licenses you have obtained. If number of
Concurrent users’ increases, you need to upgrade the User license. Refer to Cyberoam User
Guide for details on upgrading the User license.

It is also possible to have a Clientless connection whereby User computer does not require the
installation of Cyberoam Client component and User can bypass the Client login to access
resources. Refer to Cyberoam User Guide for more details.

Cyberoam Clients

Cyberoam Client supports the following Operating Systems:

Windows Enables Users using Windows Operating System to log-on to Cyberoam Server using
the Cyberoam Client for Windows

Linux Enables Users using Linux Operating System to log-on to Cyberoam server using the
Cyberoam Client for Linux

HTTP Enables Users using any Operating System other than Windows or Linux to log-on to
Cyberoam Server through “Cyberoam Client for HTTP” to access resources

C}’bcruam www_ cyberoam.com 4F Elitecore Producl "
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Installation

Once the Cyberoam server is up and configured i.e. Groups, Users and policies created, you can
start installing Cyberoam Clients. Refer to Cyberoam Installation Guide and Cyberoam Console
Guide for installing and configuring Cyberoam Server.

The installation and configuration process for all the three Clients is different.
To install, download Cyberoam Client from the Cyberoam Web Interface.

Steps of Installation

1. Download
2. |Install
3. Configure Client

Downloading & Installing Windows Client

Follow the steps to download and install Client

Step 1: Access Cyberoam Web Interface

Step 2: Select Help —» Downloads to open the download page

Downloads
Wi nd oS Download
HTTP Download
Linux Download
Single Sign On Cownload

Step 3: Opens File Download window and prompts to run or save the file. Select the appropriate
option and click OK button

If “Save” option is selected, then the Setup program - “CyberoamClientinstallation.exe” is saved in
the specified folder.

Step 4: Run Setup by double clicking the Setup program. Welcome screen will be displayed and
follow the on-screen instructions.

£} Elitecore Produc
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43 Cyberoam Client for Corporate setup

x|

Welcome ta the Cyberoam Client for Corporate Setup pragram. This program will install
Cvberoam Client for Corporate on your computer,

It is strongly recommendead that wou exit all Windows programs before running this Setup
program, Click Cancel bo quit Setup and close any programs you have running, Click Mexk to
conkinue with the Setup program,

WARMING: This program is protectked by copwright law and international treaties,
Unauthorized reproduction or distribution of this program, or any portion of ik, may resulk in

severe civil and criminal penalties, and will be prosecuted to the maximum extent possible
under law,

— ey ghostingtaller, com

Mexk = I Cancel

Press “Next” button to continue
Press “Cancel” button to cancel the Installation process

Step 5: Displays the Installation directory.

Click “Browse” button to change the Installation directory, if required.

:':.;'-_ Cyberoam Client for Corporate setup

Select the destination directory where are wou want to install Cyvberoam Client For
Corporate, Toinstall inta a different directory, click Browse, and select another directory,

Installation directary:

I CAProgram Files\elitecore\Cvberoam Client For Corparate Browse, ., |

— s ghostinetallen cann

= Back I Mexk = I

Cancel

Press “Next” button to continue

C}'bcruam www. cyberoam. com £
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Press “Cancel” button to cancel the Installation process
Press “Back” button to change or view the previous Installation information

Step 6: Displays the default Program Group for the Cyberoam Client.

Click on any of the groups displayed to change the group by, if required.

:‘-=|- Cybheroam Client for Corporate setup

— vy ghimetinetallen canm

“hoose program group:

Cyberoam Client for Corporate

AcCcessories

Administrative Toaols

Adobe

Adobe Acrobat 4.0
desktop_R54_540000132_1_win-nk
Download Acceleratar

HTML Help Workshop

Java 2 Runtirme Enviranment
ICreator Pro

Micrasaft Office Toals

Microsaft Wisual Sourcesafe
Morton Antivirus Corporate Edition
Cuadralay

=

< Back

I Mext = I Cancel

This finishes the pre-installation setting procedure

Press “Next” button to proceed to installation.
Press “Cancel” button to cancel the Installation process
Press “Back” button to change or view the previous Installation information

Step 7: If the pre-installation settings are through successfully, press “Next” button to continue with

the Installation process

Cyberoam

www.cyberoam.com
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;‘,% Cyberoam Client for Corporate setup x|

You are now ready toinstall Cvberoam Client For Corporate.

Press the Mext button ko begin the installation ar the Back button ko reenter the inskallation
information.

— vy ghistinetaller. com

< Back I Mexk = I Zancel

Press “Cancel” button to cancel the Installation process
Press “Back” button to change or view the settings of the previous installation information

Step 8: Successful installation screen will be displayed on completion of Installation and prompts
to exit the setup program.

:':.-T!- Cyberoam Client for Corporate setup x|

Cvberoam Client for Carporate has been successfully installed.

Press the O button to exit Setup program.

— . ghiostinetaller. zom

Press “OK” button to exit the setup program

You are now through installing Client and can proceed to configure Client. If you are configuring
Client for the first time, you will have to configure for Cyberoam Server and check connectivity with

the server.
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Configuration

After the successful installation, configure client to work with the respective Cyberoam server.

Client has several features that can be customized as per the User requirement but first you have
to configure Client for the Cyberoam Server setting.

Client preferences

To configure for Cyberoam Server for the first time, double click the Cyberoam Client icon. It will
open the following screen:

Ed client preferences x|

Cyberoarn Server
|7Sewer Address: I Check |
[ Show Motification Messages
[ Ask on Exit
[T | Dizplay Floating Digital Clack Cancel |
[~ auto Login
Screen Elements Description

Cyberoam Server
Server Address Specify Cyberoam server IP address.

If configuring for the fist time, specify the IP address

If already configured, will display the configure IP address
of the Server and can change, if required

Check button Checks for the connectivity with the specified server

Whenever the User tries to login, Client searches for the
specified Server

Click to check

If the specified server is not available, message “Server
not found” is displayed

Show Notification Messages Displays the successful login & logout messages

Click to display messages
Ask on Exit Confirms before Exiting Client

Click to ask the confirmation question
Display Floating Digital Clock Displays the total surfed /used hours

Will be able to configure after login
Auto login Automatically logs on, if password is saved

To save password, select “Save password” option in the

r &F ilecare Produc
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login popup

Call Administrator

My Account

User name Imanisha
Password I *******

Save Password

Click to login automatically

login screen.

OK button Saves the configured options

If configuring for the first time, clicking “OK” will popup the

By default, Password is same as the Username

Cancel button Cancels the operation

This finishes the initial configuration of Cyberoam.

Log on & log off from the Cyberoam Client

The Log on procedure verifies validity of user and creates a session until the user logs off.

Log on procedure

To get the log in window, double click the Cyberoam Client icon on the task bar. It will popup the

login screen as:

Corporate Client

Cyﬂ:ﬁ;’)uam

x|

Call Administrator User name ||

Password |

O save Password

d ,-fi
Mot Connected copyrightby & LI T CORE

Log out procedure

To avoid un-authorized access, log off after you have finished working. This will end the session

and exit from Cyberoam.

To logout, double click the Cyberoam Client icon on the task bar to popup the login screen and

click “Logout”

CYhCIDﬂm Www_Cyberoam_com f‘f Elitecore Product 8
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Corporate Clienkt

Cyﬂmam

Call Administrator

User name Imanisha

My Account

Ixxxxxxx

O save Password

P
copyright by ;’LITﬂall

Update Client preferences

You can modify the configuration for Cyberoam Server or any of the Client preferences after you
login.

To modify, right click the Cyberoam client icon /# on the task bar and click Preferences. It
will open the following screen:

FA client Preferences x|

Server dddresz. RN ReNE

|' Cyberam Semer

[ Ak on Exit
[ Display Flaating Digital Clock: Cancel
[T Auto Login

[~ Show Matification Meszages

Refer to Clients preferences for details

7300-1.0-9/20/2005 CYhEIDﬂID www.cyberoam.com ‘EI) Elitecore Product "
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Miscellaneous features

You can customize Client, for the other features, once you login.

After successful login, right click the Cyberoam Client icon on the task bar. It will open the following

menu
Shove Client
Hide Client
Log In
Log Off
Preferences
|_ Tools r
& httpif19.., S =
Screen Elements Description
Show Client Shows the Client login popup if hidden
Click to show
Hide Client Hides the Client login popup if displayed
Click to hide
Log In Shows whether the user has logged on or not

Toggles with user logon and logoff
Log Off Shows whether the user has logged off or not

Toggles with user logon and logoff
Preferences Use to configure Client preferences

For details, refer to Client Preferences
Tools Use to run the Network Diagnostic tool

It helps administrators to promptly diagnose and
solve client side issues

For details, refer to Network diagnostic Utility
Exit Exits from Cyberoam Client

7 «F: Elilecore Producl
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Tools - Network Diagnostic Utility

Network Diagnostic Utility has several tools built in which will help in troubleshooting the Network
issues.

Having all the standard traceroute and ping features, Network Diagnostic Utility has a nice User
Interface, so that you do not need to launch the command prompt window to traceroute or ping a
host. It provides a user-friendly view of the output of the traceroute and the ping command.

It gives a snapshot of the Network and system parameters and high-speed traceroute and ping
utility arguably twenty times faster than the normal command line utilities.

Whenever a User calls up, the Cyberoam Administrator can ask him to open the Diagnostic Utility
and answer his call in a better and a more effective manner.

To configure for Client preferences, right click the Cyberoam client icon on the task bar and click
Tools followed by Network Diagnostic Utility. It will open the following screen:

Showe Client
Hide Clienk
Lag In

Log OFf
Preferences

Mebwark Diagnoskic Lkl

Exit
nk guid, . | @WElcnme ko Elitecore,

System Report

Use to view the general system information and diagnosis performed with the results.

Select Tools - Network Diagnostic Utility —» System Report to view the system
report

Any option/status shown in RED means some error or a problem area.

«F: Elilecore Produc
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Metwork Diagnostic Utility by Elitecore Technologies Lid. (v

Systemn Report | Traceroute | Ping |

X

Diagnosis
Gateway Status +192.168.1.203 Gateway reachable
DHS Status +192.168.1.203 Ho=t reachable & service is running

Authentication Server
Operating System

System Information

+192.168.1.203 Ho=t reachable & service is running
Windows 2000

Details of Network Adapter - 1

Status

IP Address
Subnet Mask

MAC

DHCP Enabled
Default Gateway
De=scription

: Enabled

192.168.1.58
1 265.255.255.0

: 00-50-ba-§9-36-c2
:Ho

:192.168.1.203

: HOIS 5.0 driver

Clogze

Screen Elements

Diagnosis

Description

This is helpful in determining if Cyberoam Client is properly configured

Gateway status

Displays status of the Gateway i.e. whether the Gateway
is reachable from the Client computer or not

The Gateway IP address is normally the IP address of the
Cyberoam server. It can also be the router between the
User LAN and the Cyberoam server.

Refer to Error Table for understanding the various types
of errors.

DNS status Displays the status of the DNS i.e. whether the DNS is
running or not and is reachable from the Client computer
or not.

The DNS IP address should normally be the IP address of

the Cyberoam server.

Refer to Error Table for understanding the various types
C}’bcruam www.cyberoam. com £} Elitecore Producl
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of errors.

Authentication server | Displays the status of the Cyberoam Authentication server
i.e. whether the Authentication is running or not and is
reachable from the Client computer or not.

The Authentication server IP address should be the IP
address of the Cyberoam server.

Refer to Error Table for understanding the various types
of errors.

Operating system Displays the name of the Operating system running on the
User machine

System Information

Displays information of all the Network Adapter/Network Interface cards installed
Details of Network Adapter

Status Displays the status of the Network Adapter
Status can be
Enabled
Disabled

IP address Displays the IP address of the Network Adapter

Subnet Mask Displays the Subnet Mask of the Network Adapter

MAC Displays the MAC address of the Network Adapter

DHCP Enabled Displays whether DHCP option is enabled or not

Default Gateway Displays the default Gateway IP address

Description Displays the description and the Make information of the
Network Adaptor
This can be used to find any unusual network adaptor
make

r 2 45 Elilecore Producl
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Traceroute

Internet is a large and complex aggregation of network hardware, connected together by
gateways. Tracking the route one's packets follow or finding the gateway that is discarding your
packets can be difficult.

Traceroute is a useful tool to determine if a packet or communications stream is being stopped at
the Cyberoam, or is lost on the Internet by tracing the path taken by a packet from the source
system to the destination system, over the Internet.

Use this utility to find any discrepancies in the Cyberoam network or the ISP network.

The typical path taken by data packets sent by the source to the destination has been depicted by
the below figure:

Source System — Router of the Source Network — Router of the Source Network’s ISP — Router
of the Destination’s ISP — Router of the Destination Network — Destination System

Traceroute displays all the routers through which data packets pass on way to the destination
system from the source system. Thus, in effect, you come to know the exact path taken by the
data packets in the data transit.

Select Tools » Network Diagnostic Utility —» Traceroute to traceroute

Metwork Diagnostic Utility by Elitecore Technologies Ltd. (www.elitecore.com)
System Report  Traceroute ] Fing ]
DESTINATION [ pahoo.coin ~| | 1RacE |
eq [ wewwpshoocom o BE218.70.50 ] [
: ; R OPTIOMS
TARGET wip2.inyahoo.com ﬁ'@i@l —‘—J
IP 203,198 70.100 W : '
[H. | IP Address Fiound Tl.ip Ti.me.[.... | Host Name h
(i §192.168.1.203 2 firewall. elite. co.in [
L 1202.88.128.93 36 tice. 128 chent33icenet. net
3 20388128102 228 1ce. 128 client1 02 icenet, net
4 20256240133 22a [
15 £1.95.150.19 23
B 213.199.77.42 F19
I 20319733195 H20
[ 202197 72.241 BB e
N 2035.199.124.154 1239 ‘sarl-ext.in.yahoo.com
(T 202.199.70.100 560 in. vip.yahoo. com
v
Cloze
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Screen Elements

Description

Destination Destination IP address
Hostname or IP Address that should be finally
reached

Target Displays the target name

P IP address of the host name

Trace button

Initiates a trace route until the destination host

specified reached or stopped.

Each time a new Host is found on the way, the
Hop event is fired.

Configure the traceroute properties
Stops the traceroute

Option button
Stop button

Result table

Columns Description

HOP Traceroute shows you the route needed for the network
packets to reach a destination host.
Hop is the trip a data packet takes from one router or
intermediate point to another in the Network.

IP Address IP address of the router at that hop

Round Trip time (ms) Total time taken by the packet to return measured in
milliseconds

Host name Host name of the router at that hop

Options table

Traceroute Options x|

:PACKET OPTIOMNS:

Fesolve Address to host name: W

10000

a0

o]
Cancel |

Tirmeout [ms]:

b ainurn hops limit:

Packet Options Description

Resolve Address to host name | Specify whether an IP address of each hop

should be resolved to a Hosthame or not

7300-1.0-9/20/2005 Cyberoam wire.cybaroam.com 15
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Timeout (ms) Specify time limit until which the resolving should
continue

The amount of time the control will wait (in
milliseconds) before declaring error

Maximum hops limit Traces the path up to the maximum hops defined
i.e. maximum number of allowed hops

OK button Saves the configuration

Cancel button Cancels the operation

s o ecore Produc
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Ping

Network Diagnostic Utility provides easy to use 'ping' functionality. Ping is a basic Internet program
that lets you verify that a particular IP address exists and can accept requests.

Using Ping you can test for the existence of machines on the net and also determine the latency
time for the transfer between the machine doing the ping and that being pinged.

Use Ping diagnostically to

1. Ensure that a host computer you are trying to reach is actually operating or address is
reachable or not.

2. Check how long it takes to get a response back.
3. Get the IP address from the domain name

Select Tools » Network Diagnostic Utility — Ping to ping

Network Diagnostic Utility by Elitecore Technologies Ltd. {(wweielit ﬂ

System Feport | Traceroute  Fing |

DESTINATION [vahoo.com ~emG |
eq. [ wwwyahoocom or B6218.70.50 |

OFTIONS

TARGET 0 - 200 [mg)

lwahoo.com
IP B6.218.71.158 w
. | IP Address | Round Trip Timel... | Butes | Status |
I 6. 218.71.198 2484 32 oK.
B 5 218,711,198 157 32 ok,
I - 210.71.198 2906 32 oK.
B 5. 218.71.198 1156 32 oK.
I 5 218,711,198 531 32 k.

Close |

Screen Elements Description
Destination IP address or the host name to be pinged
Target Displays the target name
IP IP address of the host name
Ping button Starts pinging a host i.e. sends the ping packet to a host
Option button Configure the Ping properties
Stop button Stops pinging the host
Result table

r Fay lecare Produc
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Columns Description

No. Displays number of pings

IP Address The IP address of the Outbound Packet

Round Trip time (ms) Time taken by the packet to return

Bytes Display the number of data bytes sent

Status Displays whether ping was successful or not
Options
OK - Ping successful, received packet from the host and
host is alive
Error - Ping not successful and did not receive any packet
from the host and host is not alive

Options table

ring x|
PACKET OPTIOMS:
Fing host until interrupted:

MHumber of ICKMP packets o
Timeout [mz]:
bl asirmurn hops

FPacket zize: 2

Ok

|1

Carnicel

Packet Options Description

Ping host until interrupted Specifies whether to continues to ping the host
even after the response is received

Click to continue to ping the host until interrupted

to stop

Number of ICMP packets to Specify the number of ICMP packets to be send
to hosts

Timeout (ms) Specify a timeout, in milliseconds, before ping

exits regardless of how many packets have been
sent or received and declaring error

Maximum hops Maximum number of allowed hops
Packet size Specifies the number of data bytes to be sent
OK button Saves the configuration
Cancel button Cancels the operation
7300-1.0-9/20/2005 Cyberoam www.cyberoam.com 4, Eitecore Product



7300-1.0-9/20/2005

Cyberoam Windows Client Guide

Error List

This list describes some common situations/errors that might occur when using Cyberoam and

how to deal with them.

Error Message Description Probable Causes
Gateway

Gateway not | Gateway IP address is not set | Configuration error
defined in the client computer

Multiple Gateways
found

More than one Gateway IP
address is set in the client
computer

Configuration error

Gateway not | Gateway IP address is set but | 1. Wrong Gateway IP address
reachable client is not able to reach
Gateway IP address 2.  Network component failure
between the client and the Gateway
3. Gateway Machine is down
DNS

DNS not defined

DNS IP address is not set in
the client computer

Configuration error

DNS not reachable

DNS IP address is set but the
client is not able to reach the
DNS IP address

1. Wrong DNS IP address

2. Network component failure
between the client and the DNS

3. DNS Machine is down

Host reachable but
DNS service not
running

DNS IP address is set, the
client is able to reach it but the
DNS is not running on that IP
address

1. Wrong DNS IP address

2.  Network component failure
between the client and the DNS

3. DNS Machine is down

Authentication Server

Authentication Authentication  Server [P | Configuration error
Server not defined | address is not set in the client
computer
Host not reachable | Authentication  Server IP | 1. Cyberoam server IP address is

address is set but the client is

wrong

not able to reach the
Authentication  Server IP | 2. Network component failure
address between the client and the Cyberoam
server
3. Cyberoam server is down
Host reachable but | Authentication  Server IP | 1. Wrong Authentication server IP
service not running | address is set, the client is | address
able to reach it but the

Authentication Server is not
running on that IP address

2.  Network component failure
between the <client and the
Authentication server

3. Authentication server Machine is
down

IP address

Cyberoam

W CyDernoam.com
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Error Message Description Probable Causes

0.0.0.0 No IP address is assigned to | 1. No IP address has been assigned
the network adapter

2. The client is DHCP enabled and
no IP as yet has been obtained from
the DHCP server
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Call Administrator

Clients can send message to the Administrator directly. In the task bar, double click the Cyberoam

client icon 7~ and click Call Administrator.

Corporate Client

Cymﬁram

Call Adminigtrator User name Imanisha
My Account ’“

Passward Ixxxxxxx

O save Password

Etall Administrator x|
Cancel |

Purpose : I

Type the message to be send in the “Purpose” field and press “OK”

g litecar nouc
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My Account

Users can also view their account details like Personal details, Internet, Printer usage and change
password.

In the task bar, double click the Cyberoam client icon # and click My Account.

F:4 Cyberoam Client

Call Administrator

My Account

User name  |manisha

Password Ixxxxxxx

O save Password

-
Connected copyright by ¢ LI T ﬂ oORE

It opens a new window and prompts for MyAccount login Username and Password.

CY TOAI The Internet Management Solution

| webmail | Reports | Analytical Tool | My Account
: ; ‘h

ser name |

About eroam
Password | O

Cyberoam ig the Internet Management Solution to
contral and manage the Internet usage in your

Opens a new window with following sub modules: Personal, Client, Account status and Logout
Refer to User Guide — User My Account for details

(42 [ilecor ydue
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