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CYBEROAM AGGREGATED REPORTING AND LOGGING SOLUTION

Intelligent Reporting for Cyberoam Identity-based UTM Appliances

Cyberoam Reporter's concise and ready-to-interpret reports gather and correlate data to deliver
customized reports to administrators, enabling them to build enhanced protection continually.
Administrators can provide real-time, robust protection against evolving threats through Instant preventive
action and Policy fine-tuning based on real usage information.

Key Features

Aggregates logs and data from multiple CR appliances

Centralizes Storage of reports and log data

Provides Secured Role based access

Allows Configuration of email id for sending reports

Provides user wise Web Surfing Reports

Provides detailed IDP reports

Provides Anti-virus activity reports for SMTP, HTTP, FTP, POP3 and IMAP
Provides Spam reports by individual users, source
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Cyberoam Aggregated Reporting & Logging (CARL) solution enables organizations to detect
security breaches, identify corporate violations and eliminate false positives while meeting
evolving compliance regulations. By combining the following functionality into a single
solution, CARL correlates data across the enterprise to provide insight into topology-based
threat visualization, real-time monitoring and alerting and comprehensive reporting

Log Management Over 500+ Drilldown Reports
= Automated Data Collection = Intrusion and Rules-Based Reporting
Automatically collects, aggregates, compresses, provides visibility into intrusions and rule violations

encrypts and archives log data across the enterprise
= Usage Reporting

= Scalable Architecture provides protocol and web usage patterns by user,
easily scales to thousands of Cyberoam devices department, device and content category
functioning as Firewalls, VPNs, IDS/ IPS systems, anti-
virus/spyware systems, content filtering web security = SPAM, Spyware and Anti-Virus Reporting
appliances and more details spam, spyware and viruses across the enterprise
Real-Time Monitoring & Alerting = FlowReporting

provides in-depth network details by traffic, conversation,

= Heterogeneous Monitoring port, protocol, bandwidth, top host and device activity

monitors security event data across the network in real

time = Automated Generation and Distribution

delivers email reports to multiple recipients in HTML,

. Correlated Alerts MHTML, PDF, Word, Excel and text formats

delivers over 150 built-in correlation policies to enable
users to create alerts and set correlation intervals of up to
90 days

= Security Dashboards
shows real-time alerts as well as details vulnerability,
attack and flow information

Compliance Management

= Automated Log Archiving

automatically compresses, encrypts and archives log files R
forinvestigative analysis and regulatory compliance e — i — - —
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regulatory compliance implications B 1
= Compliance Reporting
offers detailed reports specific to Sarbanes-Oxley (SOX),
Payment Card Industry (PCI) data security standard, g =
Gramm-Leach-Bliley Act (GLBA), Health Insurance .'
Portability & Accountability Act (HIPAA) and Federal ;
Information Security ManagementAct (FISMA)
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